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Implementation of AES Algorithm Using
VERILOG

P. Gireesh Kumar and P. Mahesh Kumar

Abstract--- Advanced Encryption Standard (AES), also
known as Rijndael, is an encryption standard used for
securing information. AES was published by NIST (National
Institute of Standards and Technology). AES is a block cipher
algorithm that has been analyzed extensively and is now used
widely. AES is a symmetric block cipher that is intended to
replace DES as the approved standard for a wide range of
applications. The block cipher Rijndael was designed by Dr.
Joan Daemen and Dr. Vincent Rijmen and the name of the
algorithm is a combination of the names of its two creators.
Rijndael is very secure and has no known weakness. Rijndael
is conventional (symmetric key) system and is relatively simple
cipher in many respects. It takes an input block of a certain
size, usually 128, and produces a corresponding output block
of the same size. The transformation requires a second input,
which is the secret key. It is important to know that the secret
key.

In this work, both encryption and decryption will be
carried out with the key length of 256 bits, that is, both AES
encrypter and the AES decrypter were integrated. Hence the
input block and secret key will be provided for encryption and
the cipher block and same secret key will be provided to the
decryption to get the proper block as output.

Key Words--- AES Algorithm (Encryption, Decryption),
Key Expansion, Encrypter , Decrypter, Secret Key

. INTRODUCTION

HE National Institute of Standards and Technology,

(NIST), solicited proposals for the Advanced Encryption
Standard, (AES). The AES is a Federal Information
Processing Standard, (FIPS), which is a cryptographic
algorithm that is used to protect electronic data. The AES
algorithm is a symmetric block cipher that can encrypt,
(encipher), and decrypt, (decipher), information. Encryption
converts data to an unintelligible form called cipher-text.
Decryption of the cipher-text converts the data back into its
original form, which is called plaintext. The AES algorithm is
capable of using cryptographic keys of 128, 192, and 256 bits
to encrypt and decrypt data in blocks of bits.

Cryptography plays an important role in the security of
data. It enables us to store sensitive information or transmit it
across insecure networks so that unauthorized persons cannot
read it. The urgency for secure ex-change of digital data
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resulted in large quantities of different encryption algorithms
which can be classified into two groups: asymmetric
encryption algorithms (with public key algorithms) and
symmetric  encryption algorithms  (with private key
algorithms). Symmetric key algorithms are in general much
faster to execute electronically than asymmetric key
algorithms.

The algorithm is composed of three main parts: Cipher,
Inverse Cipher and Key Expansion. Cipher converts data to an
unintelligible form called cipher text while Inverse Cipher
converts data back into its original form called plaintext. Key
Expansion generates a Key Schedule that is used in Cipher
and Inverse Cipher procedure. Cipher and Inverse Cipher are
composed of specific number of rounds (Table 1). For the
AES algorithm, the number of rounds to be performed during
the execution of the algorithm is dependent on the key length.

Table 1

Block Key Number of
Size Length Rounds
Nb Nk Nr
words words
AES-128-bits key 4 4 10
AES-192-bits key 4 6 12
AES-256-bits key 4 8 14

AES operates on a 4x4 array of bytes (referred to as
“state””). The algorithm consists of performing four different
simple operations.

These operations are:

* Sub Bytes

* Shift Rows

* Mix Columns

* Add Round Key

Sub Bytes perform byte substitution which is derived from
a multiplicative inverse of a finite field.

Shift Rows shifts elements from a given row by an offset
equal to the row number.

Mix Columns step transforms each column using an
invertible linear transformation.

Add Round Key step takes a 4x4 block from a expanded
key (derived from the key), and XORs it with the “state”.

AES is composed of four highTlevel steps. These are:

1. Key Expansion
2. Initial Round
3. Rounds

4. Final Round
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The Key Expansion step is performed using key schedule.
The Initial Round consists only of an Add Round Key
operation. The Rounds step consists of a Sub Bytes, Shift
Rows, Mix Columns, and an Add Round Key operation. The
number of rounds in the Rounds step varies from 10 to 14
depending on the key size. Finally, the Final Round performs
a Sub Bytes, Shift Rows, and an Add Round Key operations.

128-bit plaintext

ALES
Round keys
98 bits)
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transformation K, Cipher key
(128, 192, or 256 bits)
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and cipher key size
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Figure 1: Basic Concept of the Algorithm

Decryption in AES is done by performing the inverse
operations of the simple operations in reverse order. However,
as shown later on in this paper, because of the block cipher
mode of operation used, decryption is implemented but
neverused.

Il. THE AES ALGORITHM

The AES encryption and decryption processes for a 128-
bit plain text block are shown in Fig. 2 and 3. The AES
algorithm specifies three encryption modes: 128-bit, 192-bit,
and 256-bit. Each cipher mode has a corresponding number of
rounds Nr based on key length of Nk words.

The state block size, termed Nb, is constant for all
encryption modes. This 128-bit block is termed the state. Each
state is comprised of 4 words. A word is subsequently defined
as 4 bytes. Table 1 shows the possible key/state block/round
combinations.

A. Encryption Process

The Encryption and decryption process consists of a
number of different transformations applied consecutively
over the data block bits, in a fixed number of iterations, called
rounds. The number of rounds depends on the length of the
key used for the encryption process. For key length of 128
bits, the number of iteration required arel0. (Nr = 10). As
shown in Fig. 2, each of the first Nr-1 rounds consists of 4
transformations: Sub Bytes (), Shift Rows (), Mix Columns ()
& Add Round Key ().
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Figure 2: AES Encryption Process

The four different transformations are described in detail
below:

1) Sub Bytes Transformation: It is a non-linear substitution
of bytes that operates independently on each byte of the
State using a substitution table (S box). This S-box which
is invertible is constructed by first taking the multiplicative
inverse in the finite field GF (2%) with irreducible
polynomial m(x) = x® + x*+ x*> + x + 1. The element {00}
is mapped to itself. Then affine transformation is applied
(over GF (2)).

2) Shift Rows Transformation: Cyclically shifts the rows
of the State over different offsets. The operation is almost
the same in the decryption process except for the fact that
the shifting offsets have different values.

3) Mix Columns Transformation: This transformation
operates on the State column-by-column, treating each
column as a four-term polynomial. The columns are
considered as polynomials over GF (2%) and multiplied by
modulo x* + 1 with a fixed polynomial a(x) = {03} x*+
{01} x%+ {01} x+ {02}.

4) Add Round Key Transformation: In this transformation,
a Round Key is added to the State by a simple bitwise
XOR operation. Each Round Key consists of N, words
from the key expansion. Those N, words are each added
into the columns of the State. Key Addition is the same for
the Decryption process. Key Expansion: Each round key is
a 4-word (128-bit) array generated as a product of the
previous round key, a constant that changes each round,
and a series of S-Box lookups for each 32-bit word of the
key. The Key schedule Expansion generates a total of Nb
(Nr + 1) words.

B. Decryption Process

For decryption, the same process occurs simply in reverse
order — taking the 128-bit block of cipher text and converting
it to plaintext by the application of the inverse of the four
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operations. Add Round Key is the same for both encryption
and decryption. However the three other functions have
inverses used in the decryption process: Inverse Sub Bytes,
Inverse Shift Rows, and Inverse Mix Columns.

This process is direct inverse of the Encryption process.
All the transformations applied in Encryption process are
inversely applied to this process. Hence the last round values
of both the data and key are first round inputs for the
Decryption process and follows in decreasing order.

Cipher Text
b s
Key (N AddRoundKey | ][Suffn

S0 v S
1S3 |Right rotate by 1| S oy 531 i

ITnvSubBytes

Figure 3: AES Decryption Process

Il. IMPLEMENTATION

The AES algorithm is implemented using Verilog coding
in Model Sim Altera web option 6.3g. First, the algorithm is
tested by encrypting and decrypting a single128bit block.
After having an operational block cipher, the next step is to
embed this block cipher in a block cipher modes of operation.
Cipher feedback (CFB) shown in Figure 4 and Figure 5, is
chosen since the message does not have to be padded to a
multiple of the cipher block size while preventing some
manipulation of the cipher text.

Initialization Vector (V)

v A\l 1

Block Cipher Block Cipher Block Cipher

Key —=|  Encryption Key —+  Encryption Key —+  Encryption

Plaintext Plaintext

LT = [T — 6 Plaintext |
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Ciphertext Ciphertext Ciphertext

Figure 4: Encryption using Cipher Feedback
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[

1 ' )/

Block Cipher Block Cipher Block Cipher
Key —»' Encryption | K&y —» Encryption = K& —  Encryption

@ «—ITTIT B [T B+—[TIIT1T

 Ciphertext  Ciphertext  Cphertext
Rssaa T T
Plaintext Plaintext Plaintext

Figure 5: Decryption using Cipher Feedback (CFB)

IV. SIMULATION RESULT

Encryption Process

AES block length/Plain Text = 128bits (N, = 4)

Key length = 256 bits (Ni = 8);

No. of Rounds = 14(N, = 14)

Input: 00112233445566778899aabbccddeeff

Plain Text: 00112233445566778899%abbccddeeff
Key:
000102030405060708090a0b0c0d0e0f0001020304050607

08090a0b0c0d0e0f
Output/Cipher Text:

69c4e0d86a7b0430d8cdh78070b4c55a

128- bit complete encryption Process. The inputs are
clockl & clock2, Active High reset, 4-bit round, and 256-bit
state & key as a standard logic vectors, whose output is the
128-bit cipher (encrypted) data.

Decryption Process
Input :69c4e0d86a7b0430d8cdb78070b4c55a

Key

000102030405060708090a0b0c0d0e0f0001020304050607
08090a0b0c0d0e0f

Output/Plain Text
00112233445566778899%abbccddeeff

Tt ALTERA W1

V. CONCLUSION

The Advanced Encryption Standard algorithm is an
iterative private key symmetric block cipher that can process
data blocks of 128 bits through the use of cipher keys with
lengths of 128, 192, and 256 bits.

An efficient Verilog implementation of 128bit block and
256 bit key AES cryptosystem has been presented in this
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paper. Optimized and Synthesizable Verilog code is developed
for the implementation of both 128 bit data encryption and
decryption process & description is verified using Model Sim.
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