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An Improved Approach for Reversible Data Hiding
In Encrypted Images Using Image Expansion

Riya Reji and Dr.N. Vishwanath

Abstract— Reversible data hiding is a technique to embed
additional message into some distortion unacceptable cover
media, such as military or medical images, in such a way that
the original cover content can be perfectly restored after
extraction of the hidden message. In order to securely share a
secret image with some other person, the sender/owner may
encrypt the image before transmission. Nowadays, more
attention is paid to reversible data hiding (RDH) in encrypted
images, since the original cover can be recovered without any
loss after the embedded data is extracted while protecting the
image content’s confidentiality. All previous data embedding
methods apply RDH algorithms to the original pixels, which
may cause some errors during image restoration. In order to
avoid errors during restoration of image, we reserve space
for embedding the data by image expansion before encrypting
the image. Based on the size of data to be embedded the
image is expanded by adding additional pixels. These
additional pixels are used for embedding the data. After
reserving the space, the image is encrypted by using
encryption key. Data hider can embed the data into the
reserved space in the encrypted image and encrypt the data
using the data hiding key. In order to reduce the overhead
while transmitting the expanded image, the image is
compressed to reduce its size. After decompressing the image,
the user can separately extract the data using data hiding key
and image using the encryption key.

Keywords--- Reversible Data Hiding, Image Expansion,
Image Encryption, Data Embedding, Compression

. INTRODUCTION

ATA security means safeguarding data from illegitimate

users or hackers and providing high security to prevent
data alteration. The area of data security has attained more
attention due to the enormous increase in data transfer rate
over the internet. In order to enhance the security during data
transfer through the internet, many techniques like
cryptography, steganography etc have been developed.

Data hiding, a form of steganography, embeds data into
digital media. But in most cases of data hiding, some
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distortion may occur in the cover media due to data hiding
and cannot be restored back to the original media. In some
applications, such as medical diagnosis and law enforcement,
it is necessary to restore the marked media back to the original
cover media after the embedded data are retrieved for some
legal considerations.

Reversible data hiding facilitates immense possibility of
applications to link two sets of data in such a way that the
cover media can be losslessly recovered after the embedded
data have been extracted out, thus providing an opportunity
for handling two different sets of data. Reversible data hiding
in images is a technique that embeds data in digital images by
altering the pixel values for secret communication, and the
embedded image can be recovered to its original state after
the extraction of the secret data.

Encryption is an effective and popular means of privacy
protection. In order to securely send a secret image through
internet, a content owner can encrypt the image before
transmission. In some applications of data hiding, the
embedded carrier images are further encrypted to prevent the
image from being analyzed to reveal the presence of the
embedded data. In some other applications, the owner of the
carrier image might not want the other person, including data
hider, get the idea about the content of the carrier image such
as military images or confidential medical images before data
hiding is actually performed.

A reversible data hiding scheme for encrypted image is
desirable. In reversible data hiding, after encrypting the whole
data of an uncompressed image by a stream cipher, the secret
message can be embedded into the image by altering a small
portion of encrypted data. With an encrypted image
containing secret message, one may firstly decrypt it using the
decryption key, and the decrypted version is similar to the
original image. According to the data-hiding key, using the
property of spatial correlation in original image, the
embedded data can be successfully extracted and the original
image can be perfectly restored.

Some attempts have been made to embed data using
reversible data hiding techniques in encrypted images.
However, all these techniques make space for embedding the
data by applying various techniques to the original pixels of
the image. Even though the image can be restored, some
errors can occur during image restoration.

When network bandwidth and storage space are limited,
an image to be transmitted has to be compressed. It is
necessary to protect confidential image data during
transmission from unauthorized access. Compression reduces
the storage space required to represent a given quantity of
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information. Image compression is of two types: lossy and
lossless. Lossless compression schemes are reversible so that
the original data can be reconstructed exactly, while lossy
schemes accept some loss of data in order to achieve higher
compression. Lossless compression can be used for text,
medical images and legal documents etc. whereas lossy
compression is used for natural images, speech signals etc.

In the present paper, we propose a new method in which
the space for embedding the data is reserved by using image
expansion. In this method the image is expanded based on
size of data to be embedded by adding additional pixels. The
data is embedded into these additional pixels ,hence the
original pixels are not transformed to embed the data. This
method achieves real reversibility and large amount of data
can also be embedded.

In this paper section 2 discuss about the related works.
Section 3 describes about how to reversibly embed the data by
using image expansion. Section 4 illustrates the experimental
result of the algorithm. Finally section 5 concludes the paper
with the highlights.

1. RELATED WORKS

Some attempts have been made for data embedding in
encrypted images using reversible data hiding techniques. In
[6], Zhang divided the encrypted image into several blocks.
Room for embedding the bit was made by flipping 3 LSBs of
the half of pixels in each block. The data extraction and image
recovery is performed by finding which part has been flipped
in one block. This flipped part in the block is identified with
the help of spatial correlation in decrypted image.

Zhang’s method was improved by Hong et al. [7] by
further exploiting the spatial correlation using a different
estimation equation and side match technique at the receiver
side to achieve much lower error rate. In these two methods,
the encrypted image should be decrypted first before
extracting the data.

To separate the data extraction and image decryption,
Zhang[9] emptied out space for data embedding by
compressing the encrypted images. The method in [9]
compressed the encrypted LSBs of the image to vacate space
for embedding data by finding syndromes of a parity-check
matrix, and at the receiver side the spatial correlation of
decrypted images is used for restoration of the image.

These techniques try to vacate room directly from the
encrypted image, so all of them are subject to some error rates
on data extraction and/or image restoration. In order to
overcome this, Kede Ma[1] proposed a technique in which the
space for embedding the data is reserved before encrypting
the image. The data hider can embed the data into the
reserved space in the encrypted image. At the receiver side the
data and image can be extracted separately.

In this technique, the space for embedding the data is
reserved using Ish embedding. For Isb embedding the image is
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first divided into smooth and complex blocks. The Isb planes
of complex block are then embedded into the smooth block
using RDH algorithms. After reserving the space for data
embedding the image is encrypted. The data hider then
embeds the data into the encrypted image. At the receiver
side, the data is extracted and the image is restored.

Many works have been made on compressing encrypted
images.Mingyu Li et al.[8]used a RC5 stream cipher based
scalable encryption scheme for low complexity transparent
transcoding. CCSDS compression, method is used which
consist of two part DWT and Bit plane coding. V.Radha,
D.Maheswari [9] proposed image encryption algorithm that
consists of two parts: scrambling of plain-image and mixing
operation of scrambled image using discrete states variables
of chaotic maps. Discrete Cosine transform is used for
compression.

1. PROPOSED SYSTEM

In the proposed method, space for embedding the data in
the image is reserved before encryption. Space is reserved by
expanding the image. After reserving the space, the image is
encrypted by using encryption key. Data hider can embed the
data into the encrypted image using the data hiding key. After
embedding the data, the embedded image is compressed to
reduce overhead of transmission. At the receiver side, the user
first decodes the image and then extracts the image and data.
If a user has data hiding key, then he can extract the data.
With the encryption key, user can recover the image. If a user
has both the keys, then the user can obtain both the data and
image. The proposed system can be described as follows:

e Sender Side

At the sender side, the original image is first expanded to
reserve space for embedding the data. The expanded image is
then encrypted using the encryption key. Then the data is
embedded into the encrypted image based on the data hiding
key to create the marked encrypted image. The marked
encrypted image is then compressed to create the encoded
image. The below diagram shows the working of the proposed
system at sender side:

Encryption Data Hiding
Key Key
Marked
Origina Expanded Encrypted _Ul_ Ererypte Encoded
Resning | Image Image | Ve@
Image g g N imace Image
RoomB Image Embedding | "M8% | Image
—,| Romgy y 2 BN
Image Encryption and Encoding
Expension Encryption
Expansion Datato be
Ratio embedded

Figl: Sender Side

ISBN 978-93-83459-32-2 © 2014 Bonfring



International Conference on Security and Authentication - SAPIENCE 14

A. Image Expansion:

In order to expand the image, the ratio required for the
expanding the image is calculated. The ratio is calculated
from the size of data to be embedded. In order to calculate the
ratio, the message is converted to byte array. The size of
expanded image and expansion ratio is calculated as:
Expanded image size=Size of original image+

Length of byte array.
Expansion Ratio =Size of expanded image+
Size of original image.

Based on the ratio, new size of the image is calculated
and expanded image is created. The pixels in the original
image are mapped into to the pixel position in the expanded
image obtained by multiplying the original pixel position with
the ratio. The additional pixels will have intensity value equal
to the average of values of neighbouring four pixels. The ratio
is encrypted using the data hiding key and encryption key and
is stored in the image. The expanded image is thus created.

B. Image Encryption:

After image expansion, the image is encrypted using the
encryption key. The image is encrypted using blowfish
algorithm. Blowfish encryption algorithm is a symmetric
block cipher that can be effectively used for encryption and
safeguard and of data. The blowfish encryption algorithm has
been analyzed considerably and is gaining acceptance as an
encryption algorithm. The block size of blowfish algorithm is
64 bits and key can be any length up to 448 bits before
encrypting them.

C. Data Embedding and Encryption:

After encrypting the image, the data can be embedded
into the free space reserved before encryption. The data is
embedded into the additional pixels in the expanded image.
After data embedding the message is encrypted using the data
hiding key to produce the marked image. The data is
encrypted using AES algorithm. The Advanced Encryption
Standard (AES) algorithm is capable of using cryptographic
keys of 128, 192, and 256 bits and decrypt data in blocks of
128 bits. The AES algorithm is divided into four different
phases, which are executed in a sequential way forming
rounds. The encryption is achieved by passing the plaintext
through an initial round, 9 equal rounds and a final round. In
all the phases of each round, the algorithm operates on a 4x4
array of bytes (called the State).

D. Image Encoding(Compression):

After embedding the data, the image is then compressed
using Huffman Coding to reduce the overhead during
transmission of images. Huffman coding is a form of
statistical coding which attempts to reduce the amount of bits
required to represent a string of symbols. The algorithm
accomplishes its goals by allowing symbols to vary in length.
Shorter codes are assigned to the most frequently used
symbols, and longer codes to the symbols which appear less
frequently in the string.
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e Receiver Side:

The working of the proposed system at receiver side is as
follows:

Data Hiding Encryption Expansion
Key Key Ratio
Extracted
3
Marked
EI”COdEd Enorype o Kcrypted
mage Image | . 224 Image | Restoring
—f o o e L L
! Extraction |Embedded P Original Size
Image
Marked
Encrypted
Image
Original
Image
Fig 2: Receiver Side
At the receiver side, the encoded image is first

decompressed to obtain the marked encrypted image. The data
can extracted from the marked encrypted image using the data
hiding key. In order to restore the image, the marked
encrypted image is first decrypted using the decryption key.
Then the original image is reconstructed from the decrypted
image.

A. Image Decoding:

At receiver side, the image is first decompressed using
Huffman decoding to obtain the marked encrypted image
from which the data and image can be restored.

B. Data Decryption and Recovery:

Data can be extracted from the embedded image with the
help of data hiding key. In order to extract the data we first
decrypt the expansion ratio encrypted using data hiding key.
Using the expansion ratio, the data is extracted and then it is
decrypted to obtain the embedded message.

C. Image Decryption:

In order to restore the image is first decrypted using the
Blowfish algorithm. The image can be decrypted after or
before extracting the data. The expansion ratio encrypted
using encryption key is also extracted.

D. Image Restoration:

After obtaining the decrypted image, it is restored to the
original image using the expansion ratio. The additional
pixels are removed from the expanded image to obtain the
original image.
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V. EXPERIMENTAL RESULT The data is then embedded into the encrypted image.
The proposed system was implemented in Java. From the
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Fig 5: Data to be Embedded

After data embedding, the image is compressed.

Fig 3: Original Image

First the original image is expanded based on the
expansion ratio and the expanded image is obtained.

Fig 6 Compressed Image

Fig 4: Expanded Image

) ; data and image without any error.
The expanded image is then encrypted.

Fig 4 Encrypted Image Fig 7 Extracted Image
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At the receiver side, the image is first decoded to obtain
marked encrypted image. Then the data is decrypted and
extracted from the image and the image is decrypted and
restored to its original size. Thus the receiver can obtain the
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V. CONCLUSION

The implementation of this proposed system

demonstrates that the data and image can be restored back to
its original state using image expansion. Since we are altering
any original pixels, the image can be restored without loss of
quality. The proposed method can achieve real reversibility
and can separate image data extraction ie, there is no order for
extraction of data and image. It also can embed large amount
of data. As we are reserving room before encryption the data
embedding has become effortless. The encryption of image
and data help us to maintain the security and confidentiality.
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