
Abstract— Cloud implementation is seen as a possible 
rescue measure to the financial crisis faced by higher 
education (HE) institutes due to with shrinking IT budgets and 
escalating IT needs.  In this paper, architecture for 
implementing Cloud in HE institute involving various 
deployment models and Service Models is proposed. A five 
step framework based on Roger’s innovation-diffusion model 
has been suggested for adopting cloud in HE institutes. For 
smoothing the migration from traditional system to Cloud 
based system a five phase strategy is presented.  Finally the 
challenges and benefits reaped by HE institute form cloud 
adoption are stated. 
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I. INTRODUCTION 
IGHER education (HE) plays a crucial role in overall 
development of a country, as it is considered as a 

powerful means to build knowledge based society. The 
collaboration between universities, government and industry, 
researchers and students has proven their contribution to the 
transformation of society and the entire world economy [1]. In 
India HE is facing challenges in terms of Access, Equity and 
Quality. 

India has the largest number of HE institutes in the world 
and is third largest in terms of student enrolment (after China 
and USA). As per UGC and MHRD Reports 2012, India has 
42 central universities, 160 private universities, 275 state 
universities and appox. 31,000 autonomous colleges offering 
HE [2]. There is a high demand for Executive and Distance 
Education programs from working professionals. There are 
14.6 million students undergoing HE in India as of 2011 and is 
expected to be 40 million by 2020. The infrastructure would be 
insufficient to meet the growing demand. There would be a 
requirement of 25 million additional seats in the next decade. 
Additionally faculty shortage, ill-equipped libraries and 
outdated curricula impair the HE system [3]. 

During the last few years, the universities offering HE are 
making transition to research universities [4,5] and these 
universities use IT infrastructure as foundation for their 
educational activities and Science research. With the evolution 
of technology, number of educational services migrates from 
traditional form to the online form. These educational services, 
requires  an adequate IT infrastructure using the proper 
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technologies, guaranteeing access of large number of users, 
fast and secure service access. The adaptation of new 
technology is very slow mainly due to the cost implication. 
The transformation requires massive funding and investment, 
which are difficult to come at the times of deep recession and 
depleted budget reserves of government and private 
institutions. The funding offered to HE institutes has sharply 
decreased in times of economic slowdown, leading to financial 
crisis in HE institutions. To address their financial shortfall, 
HE institutes are resorting to a variety of cost-cutting measures, 
including significant cuts to IT budgets. 

The HE institutes requires huge investments in the form of 
ever increasing costs of books, journals and educational 
software that form the backbone for imparting HE in any 
economy. The enormous amount of investments is difficult not 
only the emerging economies, but highly developed economies 
struggle to provide [6].  In the past few years the concept of 
“Cloud Computing (Cloud)” has emerged as a viable and 
promising solution to the challenges associated with shrinking 
IT budgets and escalating IT needs. CLOUD is a model for 
enabling convenient, on-demand network access to a shared 
pool of configurable computing resources (e.g., networks, 
servers, storage, applications, and services) that can be rapidly 
provisioned and released with minimal management effort or 
service provider interaction. Users can access these resources 
from any computer with a high speed Internet connection 
while having no other connection to the hardware that holds 
the source software [7]. Because computation takes place on a 
remote server, the user’s hardware and software requirements 
are much lower than they would be otherwise, reducing both 
cost and maintenance requirements [8]. For this reason, Cloud 
holds appeal for HE institutions seeking to reduce IT budgets. 
The usage of cloud computing can reduce drastically the 
investments required [9]. 

II. CLOUD COMPUTING MODELS 
In the past few years the concept of “Cloud Computing 

(Cloud)” has emerged as a viable and promising solution to the 
challenges associated with shrinking IT budgets and escalating 
IT needs. Cloud is a model for enabling convenient, on-
demand network access to a shared pool of configurable 
computing resources (e.g., networks, servers, storage, 
applications, and services) that can be rapidly provisioned and 
released with minimal management effort or service provider 
interaction. Users can access these resources from any 
computer with a high speed Internet connection while having 
no other connection to the hardware that holds the source 
software [7]. Because computation takes place on a remote 
server, the user’s hardware and software requirements are 
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much lower than they would be otherwise, reducing both cost 
and maintenance requirements [8]. For this reason, Cloud 
holds appeal for HE institutions seeking to reduce IT budgets.  

A. Cloud Service Models  

Service models describe what kind of services can be 
obtained from the cloud. Cloud service delivery is divided 
among three typical models and various derivative 
combinations. The three fundamental classifications shown in 
figure 1 are often referred to as the “SPI Model,” where ‘SPI’ 
refers to Software, Platform or Infrastructure (as a Service), 
respectively. Depending on the model selected, the cloud 
provider delivers differentiated services. These services are 
generally classified according to the level of the IT 
architecture they reside on. The cloud provider determines 
how the service is offered within the agreed upon service level 
agreements (SLA), and how the services on underlying layers 
may be accessed. The following layers are differentiated [10]:  

Applications: The applications used by a customer based 
on the agreement.   

Runtime: The environment in which the particular 
application is running, including the runtime library of the 
application’s requisite functions. 

Middleware: The switching software and/or middleware 
serve as a communication with other applications, databases 
and the operating system. 

Operating System: The operating system (OS) provides 
and manages the system resources of the underneath hardware 
to the user. 

Hardware: The hardware consists of the physical units, 
such as servers, CPU, storage, and the network. It may contain 
a virtualization layer that provides the virtualized 
infrastructure resources to the OS. 

 
Figure 1: Service models for Cloud. Blue indicates as level 
owned and operated by the organization, and red indicates 

levels run and operated by the service provider 
 
1. Infrastructure as a Service (IaaS): can be used to satisfy 

the infrastructure needs of the students, faculties or 
researcher globally or locally with some specific hardware 
configuration for a specific task. It provides a remote 
virtual hosting server for file storage, as it enables a user to 
save all of their file types in a virtual host and retrieve them 
from anywhere with an internet connection. Examples of 
IaaS are Google Compute Engine, Google Cloud Storage 
and Google Big Query. 

2. Platform as a Service (PaaS): certain providers are opening 
up application platforms to permit customers to build their 
own application without the cost and complexity of buying 
and managing the underlying hardware and software layers. 
PaaS provides the entire infrastructure needed to run 
applications over the Internet, PaaS is based on a metering 
or subscription model so users only pay for what they use. 
Examples of PaaS are Google App Engine, Force.com and 
Heroku. 

3. Software as a Service (SaaS): the application service 
provider is hosting the application which runs and interacts 
through web browser, hosted desktop or remote client. It 
eliminates the need to install and run the application on 
customer own computer and simplifying maintenance and 
support. Organizations that operate on SaaS are not 
burdened with the time-consuming and costly task of 
managing software updates, security patches and a host of 
other administrative duties for on-premise software 
solutions. SaaS ensures that these tasks are managed 
quickly, efficiently and affordably on the back-end. 

B. Cloud Deployment Models  

Regardless of the service model utilized (SaaS, PaaS, or 
IaaS) there are four deployment models for cloud services, 
with derivative variations that address specific requirements: 

1. Private cloud: The cloud infrastructure is provisioned for 
exclusive use by a single organization comprising multiple 
consumers. It may be owned, managed, and operated by the 
organization, a third party, or some combination of them, 
and it may exist on or off premises. 

2. Community cloud: The cloud infrastructure is provisioned 
for exclusive use by a specific community of consumers 
from organizations that have shared concerns (e.g., 
mission, security requirements, policy, and compliance 
considerations). It may be owned, managed, and operated 
by one or more of the organizations in the community, a 
third party, or some combination of them, and it may exist 
on or off premises.  

3. Public cloud: The cloud infrastructure is provisioned for 
open use by the general public. It may be owned, managed, 
and operated by a business, academic, or government 
organization, or some combination of them. It exists on the 
premises of the cloud provider.  

4. Hybrid cloud: The cloud infrastructure is a composition of 
two or more distinct cloud infrastructures (private, 
community, or public) that remain unique entities, but are 
bound together by standardized or proprietary technology 
that enables data and application portability (e.g., cloud 
bursting for load balancing between clouds)"[11].  
 
In addition, it is possible to have derivative cloud 

deployment models emerging due to the maturation of market 
offerings and customer demand. For example, virtual private 
clouds —utilizes public cloud infrastructure in a private or 
semi-private manner and interconnects these resources to the 
internal resources of a consumers’ datacenter, usually via 
virtual private network (VPN) connectivity [12]. The cloud 
system architecture design has clear implications on the future 
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flexibility, security, and mobility of the resultant solution, as 
well as its collaborative capabilities. As a rule of thumb, 
perimeterized solutions are less effective than de-perimeterized 
solutions in each of the four areas [12]. Outmost consideration 
should also be given while choosing between proprietary and 
open solutions. 

 

Figure 2: Architecture for Cloud Implementation in HE 
Institutes 

C.  Proposed Architecture for HE institutes 

We propose cloud based IT architecture for a HE as shown 
in figure 2. The IaaS is the foundation of all cloud services, 
with PaaS build upon IaaS, and followed by SaaS build upon 
PaaS as shown in the architectural diagram. A clear 
understanding of the relationships and dependencies between 
various cloud models is important for understanding security 
risks. The capabilities and security risk are inherited from layer 
to layer. IaaS contains the infrastructure resource and the 
hardware platforms. IaaS provides the physical and logical 
connectivity between the hardware resources. IaaS contains a 
set of APIs which allow management and other forms of 
interaction with the infrastructure by consumers [12]. PaaS 
provides additional layer containing programming 
environment, middleware capabilities, database, messaging, 
and queuing. This allows cloud users/developers to build their 
applications on the cloud platform. The SaaS is build upon the 
underlying IaaS and PaaS stacks. SaaS provides the 
application level capabilities to users. It includes functions for 
presentation, application, and provides management 
capabilities. It should noted that there are significant trade-offs 
to each model in terms of integrated features, complexity vs. 
openness (extensibility), and security [12].  

D. Current Scenario of Cloud Computing in HE 

The percentage of HE institutes implementing or 
maintaining the Cloud was 37% in 2011 and has grown to 44% 
in 2012 according to CDW’S 2013 state of the cloud report 
[13]. According to Gartner and IDC by 2015, smartphones  

and tablets will be two-third of the overall existing devices. 
This increase will demand massive storage requirement in 
cloud. By 2020 Seagate projects, 61% of the whole data will 
be shifted to cloud, of which two-third will be on personal 
cloud [14]. The percentage of services and applications 
moving to cloud in HE sector are 31%, 29% and 25% for 
storage, messaging/conferencing and collaboration, and 
computing power respectively [13]. Acknowledging the need 
and potential leading IT providers are coming up with cloud 
based software for HE institutes. The cloud-computing market 
is projected to grow from $40.7B in 2011 to $240B in 2020 
[15]. The trend in HE sector is clearly shifting towards cloud 
services adoption. According to a 2011 study by CDW, only 5% 
percent of U.S. college and university respondents were not 
considering a cloud migration. About 29% had developed a 
written strategic plan for the adoption of cloud computing, 
with 28 percent in the midst of implementation [16]. The HE 
Funding Council for England has developed a new program 
that would invest up to £10 million in cloud computing and 
shared IT infrastructure for universities and colleges [17]. 

III. ROGERS DIFFUSION MODEL 
One of the most popular adoption models is described by 

Rogers in his book.  A broad variety of disciplines has used 
Rogers’s innovation-Diffusion model as a framework. Dooley 
[18] and Stuart [19] mentioned several of these disciplines 
such as political science, public health, communications, 
history, economics, technology, and education. Everett M. 
Rogers in the book Diffusion of Innovations [20] mentions the 
innovation–diffusion in five stages as mentioned below. 
Innovation diffusion framework can be used for adopting 
cloud in the Indian HE space. 

 
Figure 3: Five Stage Models for Cloud Adoption based on 

Rogers Innovation Diffusion Model 
 
1. The Knowledge Stage  

 According to Rogers Model the innovation-decision 
process starts with the knowledge stage. In this step, an 
individual learns about the existence of innovation and seeks 
information about the innovation. “What?,” “how?,” and 
“why?” are the critical questions in the knowledge phase. 
During this phase, the individual attempts to determine “what 
the innovation is and how it is and why it works”. According 
to Rogers, the questions form three types of knowledge: (1) 
awareness-knowledge, (2) how-to-knowledge, and (3) 
principles-knowledge. 
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Awareness-knowledge:  
Awareness-knowledge represents the knowledge of the 

innovation’s existence. This type of knowledge can motivate 
the individual to learn more about the innovation and, 
eventually, to adopt it. The Government of India and the 
department of HE should make the educational institutions 
aware of the existence of cloud computing, its opportunities 
and challenges, its functions and principles. 

How-to-knowledge:   
How-to-knowledge contains information about how to use 

an innovation correctly. As Wetzel [21] stated, even the 
faculty who have technical backgrounds may not use 
technology in teaching, if they do not have knowledge of how 
to use it correctly. Rogers saw this knowledge as an essential 
variable in the innovation-decision process. To increase the 
adoption chance of an innovation, an individual should have a 
sufficient level of how-to-knowledge prior to the trial of this 
innovation. Thus the next step is to train the faculties and the 
staff on using the technology 

Principles-knowledge:  
This knowledge includes the functioning principles 

describing how and why an innovation works. An innovation 
can be adopted without this knowledge, but the misuse of the 
innovation may cause its discontinuance. To create new 
knowledge, technology education and practice should provide 
not only a how-to experience but also a know-why experience 
[22]. An individual may have all the necessary knowledge, but 
this does not mean that the individual will adopt the 
innovation .Thus the next step is to make faculty and staff 
aware of the principles and functioning of the cloud. 

2. The Persuasion Stage  

The persuasion step occurs when the individual has a 
negative or positive attitude toward the innovation. The 
individual shapes his or her attitude after he or she knows 
about the innovation. The persuasion stage follows the 
knowledge stage in the innovation-decision process. A top-
down approach can be followed. To start with, the directors 
the premier management and technical institutes need to be 
convinced of the adoption benefits of cloud. Once they have 
adopted the others will follow the suit. 

3. The Decision Stage  

 In the decision stage the individual chooses to adopt or 
reject the innovation. If an innovation has a partial trial basis, 
it is usually adopted more quickly, since most individuals first 
want to try the innovation in their own situation and then come 
to an adoption decision. Educational institutes can shift some 
of their infrastructure to the cloud on a pilot basis. Monitoring 
of the savings and benefits accrued will allow a suitable choice 
for adoption to be taken. 

4. Implementation stage 

At the implementation stage, an innovation is put into 
practice. Some of the daily necessities of the educational 
institutes are shifted to the cloud. To start with, email servers 
can be moved to the cloud. Once the pilot project involving the 
premier institutes is successful, the scale of implementation 

may be increased. After using the technology new ideas may 
come up leading to reinvention. Reinvention is “the degree to 
which an innovation is changed or modified by a user in the 
process of its adoption and implementation” [20]. The more 
reinvention takes place, the more rapidly an innovation is 
adopted and becomes institutionalized.  

5. Confirmation Stage.  

In India, there is a hierarchy in HE with central and state 
universities having affiliated colleges under them. The 
decisions are taken by the government and administration.  
The universities can decide to introduce cloud computing in 
their affiliated colleges. Incentives for early adoption may be 
given by government. Moving to the cloud actually does not 
necessitate unnecessary installations of servers and physical 
computing infrastructure, which can be seen as a move 
towards green computing which can fetch higher points on the 
quality assessment scale for the colleges. 

IV. CHALLENGES AND BENEFITS OF CLOUD 
IMPLEMENTATION 

E. Challenges for Cloud Adoption 

1. Establishing trust is a major challenge for Cloud services 
in HE. Trust involves the expectation about availability, 
privacy and IPR.  

2. The concerns about security breaches are the biggest 
obstacles to Cloud adoption in HE. The possible security 
risks include the loss of governance, isolation failure, 
compliance risks, data protection, incomplete or insecure 
data deletion and malicious insider. 

3. The concerns related to the privacy, data integrity, 
intellectual property management and regulation issues. 

4. The risk assessment of Cloud adoption in HE is a critical 
task. Some HE institutes feel that many of the risks related 
to Cloud is transferred to the cloud vendor/service 
provider. Some third party may be involved for such 
assessment.  

5. Flexibility of the HE institute's IT infrastructure in 
adopting Cloud is a major challenge.  

6. The HE institutions need to standardize their processes to 
exploit the cost advantage. This is something that the HE 
institutes have found difficult to do. 

7. Customizability: HE institutes typically use their own in-
house applications with a portion that is customized to 
their own IT lab structure. The major concern is the 
transitioning of applications to the cloud environment and 
how much of the customizability will be lost in that 
process. 

F. Benefits of Cloud adaptation 

1. Fiscal advantages: According to the 2011 CDW survey 
report U.S.-based HE institutes have saved about 21% by 
migrating applications to the cloud. This is attractive when 
we consider the underutilized infrastructure during 
vacation breaks. By using a virtualization model and 
shared infrastructure, Cloud adoption promises reduced 
expenses.  
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2. Increased efficiency and availability: The cloud model 
provides the ability to rapidly acquire, provision, and 
deploy new IT platforms, services, applications, and test 
environments. Months-long procurement process are 
reduced to days, University networks are securely 
available, regardless of the circumstances. The 
organization is more agile and efficient that can quickly 
respond to changing environment requirements. 

3. Simplification and standardization: The Cloud 
consolidates and simplifies data centres and facilities. It 
standardizes practices and improves compliance with 
regard to security. Cloud implementations enable 
universities to build a solution once and then use that 
solution many times. This lowers costs, increases 
reliability, and reduces time to implementation. 

4. Innovation: The primary purpose of technology should be 
to enable and inspire innovation in the classroom and lab. 
That means giving educators, administrators, and students 
the freedom they need to do their work. With the agility of 
the Cloud, HE institutes can try out new applications with 
minimal commitment, pay for as much as they use, and 
adjust as necessary. The cloud helps institutions to explore 
up-to-the-minute research opportunities by sharing cloud-
computing resources with other universities. 

V. CONCLUSION  
Cloud is an emerging technology paradigm that promises 

to provide solution to the current financial crisis faced by HE 
institutes. The movement from traditional system towards 
Cloud would enable the HE institutions to cope with rapidly 
changing software and hardware needs at lower cost. We have 
proposed a cloud based IT architecture for a HE consisting of 
the IaaS as a foundation layer, with PaaS build upon IaaS, and 
followed by SaaS build upon PaaS. A clear understanding of 
the relationships and dependencies between various Cloud 
models is important for understanding security risks. The 
Rogers model used for cloud adoption in HE institute is a 
popular model for innovation and diffusion of any new 
technology.  The Model consists of has five step knowledge, 
persuasion, decision, implementation and confirmation. Finally 
the challenges and benefits reaped by HE institute form cloud 
adoption are stated. 
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